C3 H • m 

a q tj cva 

H Q < Oi 

ftsa w i 

© **** 

^ 9 3 " 

£ I £ V f 



1 ° o E ; 



iSfi Ik) S H 



^ 2 d 

q; ^ i- 

CO S 



1Z 



1— 




)L UNI 


CM 


CONTRC 


PMDRY 
LrllmT 


a 


i ^~ 1 






CO 
UJ 






7^" 




CD 



APPARATUS AND METHOD FOR AUTHORIZING TRANSFER 
OF SOFTWARE INTO ONE OR MORE EMBEDDED SYSTEMS 
INVENTOR: LINCOLN M. LITTLE ET AL. 
ATTY. DOCKET NO. : CEC-172/SD-2250 
PAGE 2 OF 3 



( START Y 

V T" y V 52 



OBTAIN SWID 






OBTAIN HWID - 







-54 



r56 



-50 



PROVIDE HWID 
AND SWID(S) 
TO SOFTWARE 
PROVIDER 



58 



82 



80- 



FIG. 2A 



84 



PROVIDE PW 
TO DOWNLOAD 
SOFTWARE 




-70 



CREATE UNIQUE 
PASSWORD PW 
PW = fCHWID, SWID) 





DOWNLOAD 
CALIBRATION 
SOFTWARE INTO 
EMBEDDED CONTROL 
UNIT 



90 



STOP 



FIG. 2C 



FIG. 2B 



APPARATUS AND METHOD FOR AUTHORIZING TRANSFER 
OF SOFTWARE INTO ONE OR MORE EMBEDDED SYSTEMS 
INVENTOR: LINCOLN M. LITTLE ET AL. 
ATTY. DOCKET NO.: CEC-172/SD-2250 
PAGE 3 OF 3 




FIG. 3 



CALIBRATION SOFTWARE 




SOFTWARE ID 




• 
• 


DOWNLOAD 


• 


SOFTWARE 


CALIBRATION DATA 




• 




• 




• 




V 




100 


102 




SERVICE/RECAL 
TOOL 

|"memory I— - 



-14 



HARDWARE ID 



APPLICATION SOFTWARE 



104 



SERVICE TOOL ID 



FIG. 4 



-106 



